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Cloud Computing Practical Assignment No 2

Working and Implementation of Infrastructure as a service Launch EC2 Instance
(Linux)- AWS Platform.

First of all open Virtual Lab. After opening the lab, you will get an interface like Fig 1.
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Instructions last undated: 2023-07-31

Then click on the Start Lab button. When the circle icon to the right of the AWS link in the
upper-left corner turns green, it indicates that the lab environment is ready to use this we
can see in Fig 2. To launch the AWS Management Console in a new tab, select the AWS link
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After selecting AWS link new console is open on new tab which we can see in Fig 3. In that
we select the EC2 (Elastic Cloud Computing) service. You can see that service in Fig 3. If you
have used it before then you can see that service in recently visited service. If you don't see
EC2 service then follow the path Services => Compute => EC2.

(3] L @ N. Virginia ¥ voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA @ 9993-6639-5962 ¥
Console Home i Reset to default layout + Add widgets
Recently visited info i i Welcome to AWS

& e Getting started with AWS [3
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Systems Manage
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f rts and advance your

Fig 3

After selecting the EC2 service the new interface will be shown like in Fig 4. In that click on
Launch Instance.




Resources EC2 Global view [4

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region:

Instances (running) Auto Scaling Groups Dedicated Hosts

Elastic IPs Instances Key pairs

Load balancers Placement groups Security groups

Snapshots Volumes

Account attributes

Default VPC 3
vpc-001baf3f688b0a63b

Settings

EBS encryption

Zones

EC2 Serial Console

Default credit specification

Console experiments

Launch instance Service health

AWS Health Dashboard [

Explore AWS

To get started, launch an Amazon EC2 instance, which is a virtual server in
the cloud.

Note: Your instances will launch in the US East (N. Virginia)
Region

Region
US East (N. Virginia)

Status
(@ This service is operating normally

10 Things You Can Do Today to Reduce AWS Costs

Explore how to effectively manage your AWS costs witl
compromising on performance or capacity. Learn more}

Enable Best Price-Performance with AWS Graviton2

AWS Graviton2 powered EC2 instances enable up to 40§
: fow o beand £olonid il

Fig4

After clicking on Launch Instance some information regarding that instance will appear

which we need to fill. That we can see in Fig 5.

EC2 ) Instances » Launch an instance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags o

Name

e.g. My Web Server ‘ Add additional tags

v Application and OS Images (Amazon Machine Image) info

An AMI is a template that contains the software configuration (operating system, application server, and
applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for
below

Q Search our full catalog including 1000s of application and OS images

Quick Start

HRIKRUSHNA (

v Summary

Number of instances Info
[

Software Image (AMI)

Amazon Linux 2023 AMI 2023.1.2...read more
ami-08a52ddb321b32a8c

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 8 GiB.

@ Free tier: In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which
t2.micro is unavailable) instance
usage on free tier AMIs per
month. 30 GiB of EBS storage. 2




If we create more than one instance then how can we identify our instance? For that reason
inside name and tags we write some name for instance so later we can identify them. so
here in Fig 6 you can see i named it Linux. Then we need to select the Amazon Machine
Image. In this we can specify which operating system (OS) and application server you need
to launch in your instance. Here | select Amazon Linux.

Services Q Q @ N. Virginia v voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA
Name and tags info

v Summary

Name

Linux Add additional tags Number of instances Info

1

v Application and OS Images (Amazon Machine Image) o Software Image (AMI)
Amazon Linux 2023 AMI 2023.1.2...read more
ami-08a52ddb321b32a8¢

An AMI is a template that contains the software configuration (operating system, application server, and

applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for Virtual server type (instance type)

below t2.micro

Q, Search our full catalog including 1000s of application and OS images Firewall (security group)
New security group

Quick Start Storage (volumes)
1 volume(s) - 8 GiB

Amazon mac0S Ubuntu Windows Red Hat SUSE Li Q

Linux @ Free tier: In your first year X
Browse more AMIs

includes 750 hours of t2.micro (or
aws ubuntu® B2 Microsoft & RedHat ) Including AMIs from t3.micro in the Regions in which

AWS, Marketplace and t2.micro is unavailable) instance
the Community :
usage on free tier AMIs per
month. 30 GiB of FRS storaae. 2

Amazon Machine Image (AMI)

Amazon Linux 2023 AMI Free tier eligible Cancel Launch instance
609834 (64-bit (Arm)) v
ebs Review commands

Fig 6




After scrolling the page we will see other details like Fig 7. In instance type we can choose
our computing power, memory, networking or storage requirements. Here | have selected
default instance type. In t2.micro instance type features 1 virtual CPU and 1 GiB memory. Fig
7 below instance type has key pair (login) it is used for securely connect to your instance. It
is a set of security credentials that you use to prove your identity when connecting to an
Amazone EC2 instance. There default key pair is available but | will create new key pair for
windows EC2 instance. For this click on "Create New Key Pair".

3% Services ‘ Q, Search L ® N. Virginia ¥ voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA
v Instance type info v Summary

Instance type Number of instances Info

t2.micro Free tier eligible 1
Family:t2 1vCPU  1GiBMemory Current generation: true (D Al generations

On-Demand Windows pricing: 0.0162 USD per Hour
On-Demand SUSE pricing: 0.0116 USD per Hou
On-Demand RHEL pricing: 0.0716 USD per Hour
On-Demand Linux pricing: 0.0116 USD per Hour

Compare instance types Software Image (AMI)

Microsoft Windows Server 2022 ...read more
ami-09301a37d119fedc5

Virtual server type (instance type)

a A t2.micro

v Key pair (login) info
Firewall (security group)

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair New security group

before you launch the instance.
Storage (volumes)

Key pair name - required 1 volume(s) - 30 GiB

v C Create new key pair

nstances, you use a key pair to decrypt the administrator password. You then use the decrypted password to connect to @ Free tier: In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which

Fig 7




After clicking on "Create New Key Pair" we will get an interface like Figure 8. We can create n
number of keys. To identify the key later, we need to give it a name. so here i will give name
Linux_key. Other options we choose according to our usage. Here | use default values. Then
click "Generate Key Pair".

Create key pair

Key pair name

Key pairs allow you to connect to your instance securely.

Enter key pair name

The name can include upto 255 ASCII characters. It can't include leading or trailing spaces.
Key pair type

O RSA

RSA encrypted private and public key
pair

Private key file format
O .pem

For use with OpenSSH

O .ppk

For use with PuTTY

/\ When prompted, store the private key in a secure and accessible location on

your computer. You will need it later to connect to your instance. Learn
more [4

Cancel Create key pair




After clicking on "Generate Key Pair" we get the key. we can see in figure 9.

[ Linux_key.pem

1,678 B » Done
B-6639-5962

After downloading the key we will get an interface like Figure 10. We haven't changed
anything in that network setting, it's default

v Network settings info

Network Info
vpc-001baf3f688b0ab3b

Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP Info
Enable
Firewall (security groups) info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ‘ ‘ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-8' with the following rules:

Allow RDP traffic from

. Anywhere
Helps you connect to your instance

0.0.0.0/0

[] Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server

[ Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/A\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Fig 10




After setting the network, we will get the interface like Figure 11. We have not changed
anything in that configuration storage, it is default. Then click on "Launch instance".

Services

S traffic from the internet

To set up an endpoint, for example when creating a

[ Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

v Configure storage info Advanced

Tx ‘ 30 ‘ GiB ‘ gp2 ¥ | Root volume (Not encrypted)

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store

volumes from the AMI will be accessible from the instance

0 x File systems

» Advanced details info

voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA ¢

Number of instances Info

1

Software Image (AMI)

Microsoft Windows Server 2022 ...read more
ami-09301a37d119fedc5

Virtual server type (instance type)
t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 30 GiB

@ Freetier:In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which
t2.micro is unavailable) instance
usage on free tier AMIs per
month. 30 GiB of FRS storaae. 2

Cancel Launch instance

Review commands

After clicking on "Instances". we can see in the Fig 12 windows instance is created

Instances (2) info

Q, Find instance by attribute or tag (case-sensitive)

O Name Instance ID

O Window i-0609f6d04a517433c t2.micro -

@ Terminated @Q

O Linux i-0672dfbbeac9613e4 @Runmning @Q t2.micro

‘ Instance state v ‘ Instance type ¥ ‘ Status check

(@ 2/2 checks passed Noalarms <

‘ Instance state v H Actions v |

Alarm status
Noalarms - us-east-1b

us-east-1b

Launch instances v

1 jc]

‘ Availability Zone v ‘ Public IPv4 DNS

ec2-34-207-241-

3

Fig 12




Click on the check box of the given example as in Figure 13 to see the details of the instance.
In that we can see information regarding instance details, Security, networking, storage,
status check, Monitoring and tags. But in status check we can see that the instance is
initializing.

Instances (1/2) info ‘ Connect H Instance state v H Actions w Launch instances W

‘ Q Find instance by attribute or tag (case-sensitive) | 1 @

-] Name v ‘ Instance 1D ‘ Instance state v ‘ Instance type v | Status check ‘ Alarm status ‘ Availability Zone v Public IPv4 D

O Window i-0609f6d04a517433¢ © Terminated @Q t2.micro - Noalarms 4 us-east-1b -

Linux i-0672dfbbeac9613e4 @Rumning @Q t2.micro @ 2/2 checks passed Noalarms 4 us-east-1b ec2-34-207-2

Instance: i-0672dfbbeac9613e4 (Linux)

Details Security Networking Storage Status checks Monitoring Tags

¥ Instance summary Info

Instance ID Public IPv4 address Private IPv4 addresses
[P i-0672dfbbeac9613e4 (Linux) (3 34.207.241.190 | open address [ 3 172.31.46.134

IPv6 address Instance state Public IPv4 DNS
- @ Running @ ec2-34-207-241-190.compute-1.amazonaws.com | open
address [4

Hostname type Private IP DNS name (IPv4 only)
IP name: ip-172-31-46-134.ec2.internal 3 ip-172-31-46-134.ec2.internal

Answer private resource DNS name Instance type Elastic IP addresses
1Pv4 (A) t2.micro -

Fig 13

Download PuttyGen. Then open PuTTY Key Generator which is showing interface like Fig 14

If E PuTTY Key Generator X

File Key Conversions Help

Key
MNo key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key

Parameters
Type of key to generate:
ORsa () DsA C { (0)SSH-1(RSA)

Number of bits in a generated key: 2048




Then click on load, then select the file that we have already downloaded, show in picture 9. Then we
will get an interface similar to Figure 15. Then click ok.

iy

e Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

ssh-rsa
AAAABINzaClyc2EAAAADAQABAAABAQCsa8UGsLUxhjHOfgXpXEzAE gwKQY9IHNJBnLY gzZBSOrDWo JjalzDNzFZS
JVAKOW kylkwaK1yWjUG4ff-+ba%acg4Uh+JA I
+7puXSZ7AUZbRF/Phw7Fh/kLzUjhFOs1j020jGalzISWnbMube9kBeVT3TY
+UXNanlcbn8v7HO37u34yWiw1QhWIMywo7gK8ac/dggatnirT dbChufa/rXKERFOh7gjuc QEnTK3B/WdISEMNWVMY 4yx3DPC5I5L

Key fingerprint sshrsz PuTTYgen Notice X

Key comment import

Key passphrase: o Successfully imported foreign key

Conf h ] (OpenS5H S5H-2 private key (old PEM format)).
I PSR To use this key with PuTTY, you need to
. use the "Save private key" command to
Act
cHons save it in PuTTY's own format.

Generate a public/private key Generate

Load an existing private key fi Load

Save the generated key Save private key
Parameters

Type of key to generate: ) ) y
ORsA (_)DSA (_ECDSA (U EdDSA () 55H-1(RSA)

MNumber of bits in a generated key: 2048

Fig 15




After click on ok we get interface similar to Fig 16. Then Click on “Save private key” and give some
name to that file. Here | give that file name is key. And then close the PuTTY key generator.

E PuTTY Key Generator
File Key Conversions Help

Key

Public key for pasting into OpenSSH authorized_keys file:
ssh-rsa
AAAABINZaCTyc2EAAAADAQABAAABAQCsaBUGsLUxhjHOfgXpXEzAEgwKQYDAIHRJBNLY gzZBSOrDWoJjalzDNzFZS
JVAKOWkykwak1yWjUB4if7t+-ba9acgdUh+JA I

+7puXSZ7AuZbRF/Phw7Fh9/kLzUjhFOs1j020jGa0zISWnbMu8egkBeVT3TY
+uAMNan0c5ndv7HI37u3dyViw1QhWIMywo 7gK8ac/dggatnirTdbChvfa/rXKERfOh7gjuc QEN TK3B/VdISEMNVMY4yx3DP C5I5L

Key fingerprint ssh-rsa 2048 SHA256: hir+zgYvfikixeuQBKREbyiaXuzbF1ePe TT1+y4 ThFw

Key comment imported-openssh-key

Key passphrase:

Confirm passphrase:

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated keay Save public key Save private key

Parameters

Type ofkey to generate:
ORsA (DsA () 85H-1(RSA)

MNumber of bits in a generated key:




After closing the PuTTY key generator open the PUTTY configuration similar to Fig 17. Copy the public
IPv4 address from Fig 13 and then click on SSH -> Auth -> Credentials, then we get an interface like
Fig 14.

ﬁ PuTTY Configuration

Category:
| T--Session Basic options for your PuTTY session

: ) Specify the destination you wantto connectto
—|- Terminal pecify Y

- Keyboard HostName (or IP address) Port
- Bell 22
- Features
—|-Window

- Appearance ©5ssH  ()Serial () Other  Telnet
- Behaviour
- Translation Load, save or delete a stored session
+-Selection
" Colours
—I-Connection

Connection type:

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

(J)Aways () Never © Only on clean exit

About Open Cancel




Then select browse button from private key file for authentication and select the file which is already
downloaded in Fig 16 we save as file name key. Then click on open.

ﬁ PuTTY Configuration

Category:

_ ‘- Logging Credentials to authenticate with
—|- Terminal

- Keyboard
- Bell Private key file for authentication:

- Features C:\Users\Sahil GuraviDownloads\Linux_key Browse...
—|-Window

- Appearance
- Behaviour Browse...
-- Translation

Public-key authentication

Certificate to use with the private key:

+-Selection Plugin to provide authentication responses
- Colours

—-Connection
- Data

Plugin command to run

- Hostkeys

- Cipher

—I-Auth
- Credentials
... GSSAPI

~TTY

%11

- Tunnels

About Cancel

After clicking on Open, the interface like Fig 19 opens. In this we have to type command ec2-user
then we get image of bird similar to Fig 19




| £P ec2-user@ip-172-31-46-134:~

Fig 19

We get an interface like in Fig 21. Then click on "Instance State" select the option as per your
choice. Here | select "Terminate Instance".

Instances (1/1) info
Q

Name v Instance 1D

0609f6d04a517433c

Window

Instance: i-0609f6d04a517433c (Window)

Details Security Networking Storage

¥ Instance summary Info

9f6d04a517433¢ (Window)

IP name: ip-172-31-37-154.ec2.internal

Instance state

© Running

Status checks

v Instance type ¥ | Status check

aa

t2.micro

Monitoring

3.92.166.134 |
nstance state
@ Running

Private IP DNS

ip-172-31-37-154.ec2.internal

t2.micro

© 2/2 checks pas

&}

Connect

Alarm status

No alarms

+

Instance state v

Availability Zone v

us-gast-1b

Launch instances v

1 @

Actions w

Public IPv4 DNS v Public IPv4 ..

ec2-3-92-166-134.com... 3.92.166.134

3 1723137154

-166-134.compute-1.amazonaws.com

Fig 20






