Name: Prasad Deshpande
Roll No:- 243341024

MSC(CS) Part |

Cloud Computing Practical Assignment No 1

Working and Implementation of Infrastructure as a service Launch EC2
Instance(Windows)- AWS Platform.

First of all open Virtual Lab. After opening the lab, you will get an interface like Fig 1.
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Then click on the Start Lab button. When the circle icon to the right of the AWS link in the
upper-left corner turns green, it indicates that the lab environment is ready to use this we
can see in Fig 2. To launch the AWS Management Console in a new tab, select the AWS link

Used $0 of $100 P Start Lab MW End Lab i AWS Details i Readme D Reset %

eee_li_2298580@runueb89600:~5 [|

Learner Lab

Environment Overview
Environment Navigation
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Region restriction
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Using the terminal in the browser
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Instructions last undated: 2023-07-31

After selecting AWS link new console is open on new tab which we can see in Fig 3. In that
we select the EC2 (Elastic Cloud Computing) service. You can see that service in Fig 3. If you
have used it before then you can see that service in recently visited service. If you don't see
EC2 service then follow the path Services => Compute => EC2.

55 services | Q Search Alt+s B 4£& @  Nvigniav  voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA @ 9993-6638-5962 v

Console Home s Reset to default layout | [IEEDAGANIOEE

Recently visited info i :  Welcome to AWS

B e« Getting started

Learn the fundame
AWS Application Migration Service ; m the fund
: ” rformatio 3
Systems Manage

Training and certification [4




After selecting the EC2 service the new interface will be shown like in Fig 4. In that click on
Launch Instance.

Services ‘ Q irginia ¥ voclabs/user2686078;

Resources EC2 Global view [] Account attributes

You are using the following Amazon EC2 resources in the US East (N. Virginia) Region: Default VPC [2
vpc-001baf3f688b0a63b
Instances (running) Auto Scaling Groups Dedicated Hosts
Settings

Elastic IPs Instances Key pairs EBS encryption
Zones
Load balancers Placement groups Security groups .

EC2 Serial Console
Snapshots Volumes Default credit specification

Console experiments

Launch instance Service health AWS Health Dashboard [4 Explore AWS

To get started, launch an Amazon EC2 instance, which is a virtual server in
the cloud.

Region 10 Things You Can Do Today to Reduce AWS Costs
US East (N. Virginia) Explore how to effectively manage your AWS costs witl
Launch instance ¥ Migrate a server [4 - N
compromising on performance or capacity. Learn morej
Status

Note: Your instances will launch in the US East (N. Virginia) @ This service is operating normally Enable Best Price-Performance with AWS Graviton2

Region AWS Graviton2 powered EC2 instances enable up to 40§

foralaacd Eclondsunl,

Fig 4

After clicking on Launch Instance some information regarding that instance will appear
which we need to fill. That we can see in Fig 5.

EC2 > Instances » Launch aninstance
v Summary

Lau nCh an instance Number of instances Info

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by | 1‘

following the simple steps below.

Software Image (AMI)

Name and tags info Amazon Linux 2023 AMI 2023.1.2...read more
ami-08a52ddb321b32a8¢

Name Virtual server type (instance type)

e.g. My Web Server Add additional tags t2.micro

Firewall (security group)
New security group

v Application and OS Images (Amazon Machine Image) info
Storage (volumes)
1 volume(s) - 8 GiB
An AMI is a template that contains the software configuration (operating system, application server, and

applications) required to launch your instance. Search or Browse for AMIs if you don't see what you are looking for

below ® Freetier: In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which
t2.micro is unavailable) instance

usage on free tier AMIs per

month. 30 GiB of FBS storaae. 2

Q, Search our full catalog including 1000s of application and OS images

Quick Start




If we create more than one instance then how can we identify our instance? For that reason
inside name and tags we write some name for instance so later we can identify them. so
here in Fig 6 you can see i named it Window. Then we need to select the Amazon Machine
Image. In this we can specify which operating system (OS) and application server you need
to launch in your instance. Here | select Windows.

255 Services ‘ Q s [Alt+5] ‘ L ® N. Virginia ¥ voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA

Name and tags o
v Summary

Name

Window ‘ Add additional tags Number of instances Info

1

v Application and OS Images (Amazon Machine Image) info Software Image (AM)
Microsoft Windows Server 2022 ...read more
ami-09301a37d119fedcs

An AMI is a template that contains the software configuration (operating system, application server, and

applications) required to launch your instance. Search or Browse for AMIs if you don’t see what you are looking for Virtual server type (instance type)

below t2.micro

Q Search our full catalog including 1000s of application and OS images Firewall (security group)

New security group

Quick Start Storage (volumes)
1 volume(s) - 30 GiB

Amazon mac0S Ubuntu Windows Red Hat SUSE Li Q
Linux @ Free tier: In your first year X
Browse more AMIs includes 750 hours of t2.micro (or

aws ubuntu® || B Microsoft || & Redhat [5) Including AMIs from t3.micro in the Regions in which

AWS, Marketplace and t2.micro is unavailable) instance
the Community

usage on free tier AMIs per
month 30 GiR of FRS <torage 2

Fig 6




After scrolling the page we will see other details like Fig 7. In instance type we can choose
our computing power, memory, networking or storage requirements. Here | have selected
default instance type. In t2.micro instance type features 1 virtual CPU and 1 GiB memory. Fig
7 below instance type has key pair (login) it is used for securely connect to your instance. It
is a set of security credentials that you use to prove your identity when connecting to an
Amazone EC2 instance. There default key pair is available but | will create new key pair for
windows EC2 instance. For this click on "Create New Key Pair".

858 Services

v Instance type info

Instance type

t2.micro

Family: 2 1 vC 1GiB Memory ~ Current generation: true
On-Demand Windows pricing: 0.0162 USD per Hour
On-Demand SUSE pricing: 0.0116 USD per Hou

On-Demand RHEL pricing: 0.0716 USD per Hour

On-Demand Linux pricing: 0.0116 USD per Hour

Free tier eligible

v Key pair (login) info

before you launch the instance.

Key pair name - required

Select

your instance.

(D All generations

Compare instance types

You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair

C Create new key pair

For Windows instances, you use a key pair to decrypt the administrator password. You then use the decrypted password to connect to

Q @ N. Virginia ¥ voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA
v Summary

Number of instances Info

1

Software Image (AMI)

Microsoft Windows Server 2022 ...read more
ami-09301a37d119fedc5

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)

1 volume(s) - 30 GiB

® Free tier:In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which

Fig 7




After clicking on "Create New Key Pair" we will get an interface like Figure 8. We can create n
number of keys. To identify the key later, we need to give it a name. so here i will give name
window_key. Other options we choose according to our usage. Here | use default values.
Then click "Generate Key Pair".

Create key pair

Key pair name

Key pairs allow you to connect to your instance securely.

Enter key pair name

The name can include upto 255 ASCII characters. It can't include leading or trailing spaces.
Key pair type

O RSA

RSA encrypted private and public key

pair

Private key file format

O .pem

For use with OpenSSH

O .ppk
For use with PuTTY

/\ When prompted, store the private key in a secure and accessible location on

your computer. You will need it later to connect to your instance. Learn
more [

Cancel Create key pair




After clicking on "Generate Key Pair" we get the key. we can see in figure 9.

[ window_key.pem

1,674 B » Dane
-6639-5962 ¥

Fig 9

After downloading the key we will get an interface like Figure 10. We haven't changed
anything in that network setting, it's default

v Network settings info

Network Info

vpc-001baf3f688b0a63b

Subnet Info

No preference (Default subnet in any availability zone)

Auto-assign public IP Infe
Enable
Firewall (security groups) Info

A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your
instance.

© Create security group ‘ ‘ (O Select existing security group ‘

We'll create a new security group called 'launch-wizard-8' with the following rules:

Allow RDP traffic from

. Anywhere
Helps you connect to your instance

0.0.0.0/0

[[] Allow HTTPS traffic from the internet

To set up an endpoint, for example when creating a web server

[] Allow HTTP traffic from the internet

To set up an endpoint, for example when creating a web server

/\ Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Fig 10




After setting the network, we will get the interface like Figure 11. We have not changed
anything in that configuration storage, it is default. Then click on "Launch instance".

fuser2686078=GURAV_SAHIL_SHRIKRUSHNA ¢

[ Allow HTTPS traffic from the internet
To set up an endpoint, for example when creating a web server

[] Allow HTTP traffic from the internet
To set up an endpoint, for example when creating a web server

/A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X
security group rules to allow access from known IP addresses only.

v Configure storage info Advanced

1x ‘ 30 ‘ GiB ‘ gp2 w | Rootvolume (Not encrypted)

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first O instance store

volumes from the AMI will be accessible from the instance

0 x File systems

Number of instances Info

1

Software Image (AMI)

Microsoft Windows Server 2022 ...read more
ami-09301a37d119fedcs

Virtual server type (instance type)

t2.micro

Firewall (security group)

New security group

Storage (volumes)
1 volume(s) - 30 GiB

@ Free tier: In your first year X
includes 750 hours of t2.micro (or
t3.micro in the Regions in which
t2.micro is unavailable) instance
usage on free tier AMIs per
month. 30 GiB of FBS storaae. 2

» Advanced details info

Cancel Launch instance

Review commands

After clicking on "Launch Instance" if the instance creation is successful then we get a
message on the interface like Fig 12. Then click on Instances.

Services | Q B & @ Nvignav

voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA @ 9993-663%

EC2 ) Instances » Launch an instance

@ Success
Successfully initiated launch of instance (i-0609f6d04a517433¢)




After clicking on "Instances". we can see in the Fig 13 windows instance is created

Services  Q
Instances (1) info
Q

Name v Instance ID

Window

Select an instance

@ruming  QQ

B 4 0

Instancestate v | Instancetype v | Status check

t2.micro @

Alarm status

Noalarms +

N. Virginia ¥

voclabs/user2686078=GURAV_SAHIL_SHRIKRUSHNA @ 9993-6639-5962 Y|

Launch instances v

1 (0]

Instance state v Actions w

Availability Zone v Public IPv4 DNS Public IPv4 ...

us-east-1b ec2-3-92-166-134.com. 3.92.166.134

Click on the check box of the given example as in Figure 14 to see the details of the instance.

In that we can see information regarding instance details, Security, networking, storage,
status check, Monitoring and tags. But in status check we can see that the instance is
initializing.

Instances (1/1) info
Q, Find instanc
Name v

Instance 1D

Window 0609f6d04a517433c

Instance: i-0609f6d04a517433¢ (Window)

Details Security Networking Storage

¥ Instance summary Info

Instance ID

i-0609f6d04a517433¢ (Window)
1Pv6 address

Hostname type

IP name: ip-172-31-37-154.ec2.internal

1Py (A)

3.92.166.134 [Public IP]

Status check

@ Initializin

Instance state ¥

@Ruming QQ

Instance type ¥

t2.micro

Status checks Monitoring Tags

Public IPv4 address

3.92.166.134 | open address [

Instance state
® Running

Private IP DNS na
ip-172-31-37-154.ec2.internal

me (IPv4 only)

Instance type

t2.micro

VPC ID
7 vpc-001baf3f688b0a63b [A

Connect

Alarm status

Noalarms 4

Launch instances ¥

1 ®

Instance state ¥ Actions ¥

Availability Zone Public IPv4 DNS v Public IPv4 ...

us-east-1b ec2-3-92-166-134.com. 392.166.134

Private IPv4 addresses

172.31.37.154

Public IPv4 DNS
€c2-3-92-166-134.compute-1.amazonaws.com | open address [

AWS Compute Optimizer fi

@ Opt-in to AWS Compute Optimizer for recommendations.

Fig 14




After the initialization is completed, we get a “status check” like Fig 15. Then click on
“connect” button.

Instances (1/1) nfo C Connect Instance state v Actions w Launch instances v
Q, Find instance by attribute or tag (case-sensitiv 1 @

Name v Instance ID Instance state v Instance type v Status check Alarm status Availability Zone v Public IPv4 DNS v Public IPv4 ...

Window € 517433¢ @Ruming @@ t2mico @ 2/2checks passed Noalarms 4 us-east-1b €02-3-92-166-134.com... 3.92.166.134

Instance: i-0609f6d04a517433¢ (Window)

Details Security Networking Storage Status checks Monitoring Tags

¥ Instance summary Info
Instance 1D Public IPv4 address Private IPvd addresses
(9 -06096d04a517433¢ (Window) 3.92.166.134 | open address [3 @ 172.3137.154
1Pv6 address nstance state Public IPv4 DNS

- @© Running £c2-3-92-166-134.compute-1.amazonaws.com | open add

Hostname type Private IP DNS name (IPvé only)
IP name: ip-172-31-37-154.ec2.internal ip-172-31-37-154.ec2internal

Answer private resource DNS nam nstance type Elastic IP addresses

1Pv4 (A) t2.micro -

Fig 15

After the clicking “connect” button we get interface like Fig 16. Then click on “RDP client”.

EC2 » Instances » i-0609f6d04a517433c » Connect to instance

Connect to instance i

Connect to your instance i-0609f6d04a517433c (Window) using any of these options

Session Manager RDP client EC2 serial console

Can't connect to your instance

To connect to an instance using Session Manager, Systems Manager requires an IAM instance profile. You
can create an instance profile and assign it to your instance by using a Systems Manager Quick Setup host
management configuration [4.

If you still can't connect to your instance, or if you receive an error, including an error about SSM Agent, see
Troubleshooting Session Manager [4.

Open Systems Manager Quick Setup [F

Session Manager usage:

« Connect to your instance without SSH keys, a bastion host, or opening any inbound ports.

= Sessions are secured using an AWS Key Management Service key.

* You can log session commands and details in an Amazon $3 bucket or CloudWatch Logs log group.
» Configure sessions on the Session Manager Preferences [4] page.

Cancel




After clicking on RDP client we get interface like Fig 17. Then we click on “Download remote
desktop file”. After downloading remote desktop file like Fig 18. Click on “Get password”.

Session Manager RDP client EC2 serial console

Instance ID
i-0609f6d04a517433c (Window)

Connection Type

© Connect using RDP client
Download a file to use with your RDP client and retrieve
your password.
Working
with SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

M Download remote desktop file

When prompted, connect to your instance using the following details:

Public DNS User name

ec2-3-92-166-134.compute-1.amazonaws.com Administrator

Password Get password

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Fig 17




Recent Downloads
A Window.rdp 5-6639-596

97 B » Done

[ window_key.pem

1,674 B « 11 minutes ago

Show all downloads

Fig 18

After clicking on “Get password” we get interface like Fig 19. In that click on "Upload private
key file" and select the file that we have downloaded on Fig 9

EC2 » Instances » i-0609f6d04a517433c » Get Windows password

Get Windows password

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance.

Instance 1D
i-0609f6d04a517433c (Window)

Key pair associated with this instance

window_key

Private key
Either upload your private key file or copy and paste its contents into the field below.

[l Upload private key file

Private key contents - optional

Private key contents

Cancel Decrypt password




After uploading file we get interface like Fig 20. Then click on “Decrypt password”.

Get Windows password i«

Use your private key to retrieve and decrypt the initial Windows administrator password for this instance.
Instance ID
i-0609f6d04a517433c¢ (Window)

Key pair associated with this instance

window_key

Private key

Either upload your private key file or copy and paste its contents into the field below.

[ Upload private key file

@ window_key.pem
1.674KB

Private key contents - optional

MIlEow|BAAKCAQEArOwDRGwafXBD+fOBAtaZ2WkComUMjW+BCEmuizvrC5Wdq0OOP
/YIfSRfzOMcE/ZCalcP8CmzCj7w3ldwIN75mjsTnJFhLmUA4IRXh+C3kNERSSASRb
nngM6JG2+6VTlgiZeeYlYyiMTDUZcn9XeGSxlaEpdE4FoFxWOjEUx409fYe/QgK
7iMp1pESH3q/+eq7IlsdNT+E8DqCnNkOFYoiah3TIw8t7BA/b2T2ef000IVIU363
rqfXk8yeqfK7T)WEOULcMIFboGVaNbPYvhpdvbdtdcybbKeS5IvTOwkjc/gyYvBfX
DZz3ieD3qPfl/s+InwlX5jVHsYhSXABwIbuk SwIDAQABACIBAAG1s7KRfxGOcp2e
KsxkYtELgMMQgTJ15ZMU4NUmMbJg/PQufWsznGdSi5a+e8kAgRzfVIIpjXynSxX7ot

Cancel Decrypt password

Fig 20

When we click on "Decrypt Password" we get the password which is shown in figure 21.

Session Manager RDP client EC2 serial console

Instance ID
i-0609f6d04a517433c (Window)

Connection Type

© Connect using RDP client
se with your RDP client and retrieve

Working
with SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

M Download remote desktop file

When prompted, connect to your instance using the following details:

Public DNS User name

ec2-3-92-166-134.compute-1.amazonaws.com Administrator

Password
Y5ryk4pA*X77)(U8i-k*wckTN(NhOiPA

@ If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Fig 21




Then open the file that we downloaded in Figure 18. Then we get an interface like Figure 22.
Click on “Connect” button.

& Remote Desktop Connection X

U The publisher of this remote connection can't be identified. Do you want to connect anyway?

This remote connection could harm your local or remote computer. Do not connect unless you know where this
connection came from or have used it before.

Publisher: Unknown publisher
Type: Remote Desktop Connection

Remote computer: ec2-3-92-166-134.compute-1.amazonaws.com

|
[ ]Don'task me again for connections to this computer

¥ | Show Details Connect Cancel I

Fig 22

After clicking on the "Connect" button, we get an interface similar to Figure 23. In this we
have to enter the password which is shown in figure 21. After inserting password click on
“ok” button.

== Windows Security

Enter your credentials

These credentials will be used to connect to
ec2-3-92-166-134.compute-l.amazonaws.com.

Administrator

LAPTOP-SKSG5QMM\Administrator

Remember me

More choices




After the Fig 23 we get the interface similar to Fig 24. Click on “Yes”

& Remote Desktop Connection X

'-I The identity of the remote computer cannot be venfied. Do you
/ want to connect anyway?

The remote computer could not be authenticated due to problems with its security
certificate. t may be unsafe to proceed.

Cerificate name

MName in the certificate from the remote computer:
EC2AMAZ-9B39EOR

Cerificate errars

The following errors were encountered while validating the remote
computer's cerificate:

1. The certificate is notfrom a trusted certifying authority.

Do you wantto connect despite these certificate errors?

i [ ]Don'task me again for connections to this computer

View certificate._. Yes Mo l




After clicking on “yes”. Then windows instance is created successfully as in Fig 25.

& Window - ec2-3-92-166-134.compute-1.amazonaws.com - Remote Desktop Connection

Availability
Architecture : AMD64
Total Memory : 1024
Network : Low to Moderate

T
e

After closing instance similar to Fig 26 interface is showing. Then click on “Instances”.

@ new EC2 Experience X EC2 ) Instances ) i-0609f6d04a517433c )» Connect to instance

Tell us what you think

£C2 Dashboard Connect to instance i

EC2 Global View Connect to your instance i-0609f6d04a517433c¢ (Window) using any of these options

Events

Session Manager RDP client EC2 serial console
Instances
Instances Instance ID
Instance Types [P i-0609f6d04a517433¢ (Window)

Launch Templates .
Connection Type

Spot Requests
© Connect using RDP client
Savings Plans Download a file to use with your RDP client and retrieve
your password.

Reserved Instances a
Waorking

Dedicated Hosts with SSM Agent [4

Scheduled Instances
Capacity Reservations You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

Images

AMIs [ Download remote desktop file

AMI Catalog When prompted, connect to your instance using the following details:

Fig 26




We get an interface like in Fig 27. Then click on "Instance State" select the option as per your
choice. Here | select "Terminate Instance".

B & @ Nvignav voclabs/user

& Connect | Instance state &

Stop instance

[ Instance state = running | X Clear filters
Reboot instance

Name v Instance ID Instance state v Instance type ¥ Status check Alarm status ‘ublic IPvd DNS v Public IPv4 ...

Window 0609f6d04a517433¢ @FRumning @@  tZmicro @ 2/2 checks passed  Noalarms Terminate instance  €2-3-92-166-134.com... 3.92.166.134

Fig 27

After successfully terminating the instance we get a message similar to Fig 28

B & @ Nviginiavw voclabs/iser2686078=GURAV_SAHIL_SHRIKRUSHNA @ 9993-66:

Instances (1/1) info Instance state v Actions w Launch instances w

Q Fine

Instance state = running | X Clear filters 1 ®
Name Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone ¥ Public IPv4 DNS v Public IPv4 ...

Window i-0609f6d04a517433¢ @ Shutting-dow® @ t2.micro @ 2/2 checks passed Noalarms 4 us-east-1b c2-3-92-166-134.com... 3.92.166.134

Fig 28






